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EXPERT ANALYSIS

Email and Telephone Communications:
What Privacy Protections Remain?

By Janet Stiven, Esq.
Dykema

Recent publication of formerly “top secret” government memoranda and Foreign Intelligence
Surveillance Court opinions regarding the U.S. government’s alleged bulk collection of email and
telephone content, Internet usage data and metadata has resulted in renewed public debate about
the scope of current laws and privacy protections.’

Today, there is no question that the federal government collects and analyzes bulk telephone and
Internet content and metadata from individuals in the name of national security; however, public
debate continues about these activities. At issue is whether U.S. citizens and businesses still have
a reasonable expectation of privacy with respect to their email and telephone communications.?

This commentary highlights some of the U.S. laws that protect the privacy of email and phone
communications and related data and how they may be used by the government to intercept and
access such communications and data.

An examination of the current laws reveals a complex and confusing framework of statutes,
regulations, case law and executive orders that affect the protection and privacy of email and
telephone communications. Much of the confusion surrounding the laws involving surveillance
of electronic communications arises from the fact that the laws were adopted over a period of
many years, in a piecemeal fashion, and have not been adapted to reflect continuing changes in
communication technology.

REASONABLE EXPECTATIONS OF PRIVACY

The Fourth Amendment of the U.S. Constitution protects citizens against unreasonable search and
seizure and sets forth a reasonable expectation of privacy. Pursuant to the Fourth Amendment, “[t]
he right of the people to be secure in their persons, houses, papers, and effects, against unreasonable
searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly describing the place to be searched, and the
persons or things to be seized.”?

The U.S. Supreme Court explored the boundaries of the Fourth Amendment privacy protections
for modern communications in Katz v. United States, 389 U.S. 347, 352 (1967). In that case, the
high court was asked to determine the extent of the Fourth Amendment’s protections related to
telephone communications. The Supreme Court’s holding in Katz has since been cited for the broad
proposition that there is an expectation of privacy in the content of a telephone call. Consequently,
the acquisition of such communications may result in a “search” or “seizure” within the meaning of
the Fourth Amendment, depending on the circumstances.*
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EXCEPTIONS TO FOURTH AMENDMENT PROTECTIONS

Fourth Amendment case law continued to evolve after the Katz decision, with exceptions being
asserted to the Fourth Amendment’s privacy protections, such as the third-party and public
exposure exceptions.

The “third-party doctrine” says that persons have no legitimate expectation of privacy when they
share information with others. This doctrine has been used as a basis to find some electronic
communications unprotected by the Fourth Amendment if they involve disclosures to third parties.®

For example, in Smith v. Maryland, the U.S. Supreme Court held that a list of telephone numbers
a person dialed did not warrant Fourth Amendment protection. The court reasoned that there
could not be any expectation that the numbers that telephone users dialed were protected
secrets because people know that numerical information is relayed to a telephone company.®

The “public exposure” exception, as the name suggests, provides that persons have no legitimate
expectation of privacy related to information shared in public places. For example, the Supreme
Court held that attaching a radio beeper to a container stored in an automobile and then
following the automobile on the public streets and highways did not constitute a search under
the Fourth Amendment because there is no reasonable expectation of privacy in movements
from one public place to another.’

OTHER FEDERAL PRIVACY LAWS

In addition to Fourth Amendment privacy protections, a number of other laws affect the privacy
of email and telephone communications. They are briefly summarized below.

Title lll of the Omnibus Crime Control and Safe Streets Act of 1968 provides privacy protections
for domestic electronic communications. The law prohibits the unauthorized interception of any
wire, oral or electronic communication, which is defined as the acquisition of the “contents” of the
communication. It also prohibits the use and disclosure of the contents of such a communication
if it was unlawfully intercepted. For purposes of these prohibitions, “contents” is defined as
"“information concerning the substance, purport or meaning of the communication.”®

The Foreign Intelligence Surveillance Act of 1978 establishes rules for the U.S. government’s
surveillance of agents of a foreign power without a search warrant. So long as the target of an
investigation is a “foreign power” or an agent of a foreign power, government surveillance based
upon probable cause is allowed.?

The Electronic Communications Privacy Act of 1986 was adopted, in part, to update wiretap laws
to reflect then-current technologies.® The ECPA consists of three titles:

. Title I, commonly known as the Wiretap Act, prohibits the unauthorized interception of wire,
oral or electronic communications.

. Title I, commonly known as the Stored Communications Act, governs the privacy of,
and restricts access to, stored electronic communications and records of communication
service providers.

. Title Ill, the Pen Register Act, creates a procedure for governmental installation and use
of pen registers as well as trap-and-trace devices. It also prohibits the installation or use of
these devices except for law enforcement and foreign intelligence investigations.”

In 1994, Congress further expanded the protections of the ECPA by enacting the Communications
Assistance for Law Enforcement Act, Pub. L. No.107-56, 115 Stat. 272, to address privacy protections
related to cordless telephones and radio transmissions.
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POST-9/11 CHANGES TO PRIVACY

The 9/T terrorist attacks led to significant changes in U.S. privacy laws and the U.S. government’s
right to collect data in the interest of national security. The USA Patriot Act of 2001 was adopted
shortly after 9/11. Since that time, it has been amended to expand its scope to provide the
U.S. government with a basis to monitor and access oral, wire and electronic communications of
individuals and businesses for a variety of reasons, so long as a foreign intelligence investigation is
“a significant purpose” of the investigation.® Until recently, the Foreign Intelligence Surveillance
Court, the secret court that is authorized to approve surveillance orders, has provided few
published opinions about the permitted scope of the government’s surveillance and access to
email and telephone communications.

In 2004, Congress further expanded the use of such collected data by allowing for inter-agency
sharing when it passed the Intelligence Reform and Terrorism Prevention Act, and it added a new
category for monitoring purposes to include any non-U.S. person who engages in or prepares
for international terrorism.™ This abolished the need for a nexus between the non-U.S. person
and a foreign power or terrorist group. Today, if the U.S. attorney general designates someone
as a potential terrorist threat, that person may have the contents of his or her wire or electronic
communications monitored, so long as proper authorization is obtained.

HOW THESE OTHER PROTECTIONS APPLY

Although cases construing the Fourth Amendment provide a basis for asserting privacy protections
related to certain email and telephone communications, cases construing the ECPA and the Patriot
Act privacy protections for email and telephone communications are less clear.®

The Wiretap Act, which prohibits the intentional interception of any oral, wire or electronic
communication, applies to any person, even law enforcement. Under the law, there are important
differences among oral, wire and electronic communications. An oral communication is an
utterance made under the expectation that it is not being intercepted. So, a reasonable expectation
of privacy depends upon the context of the utterance at the time it is made.

However, with wire and electronic communications, there is an automatic expectation of privacy
under the statute. Wire communications are defined as an “aural transfer” (containing a human
voice) made through a communications service that uses wires, cables or similar connections
operating in interstate or foreign commerce. A telephone call would thus be a covered wire
communication. An electronic communication is broadly defined as the transfer of any form of
data by electronic or optical systems affecting interstate or foreign commerce, not made by wire.
In addition, email is a covered electronic communication under the Wiretap Act.

The Wiretap Act prevents the interception of the contents of a communication. The term
“contents” is defined under the Wiretap Act as “[a]ny information concerning the substance,
purport, or meaning of [the] communication.® The term “contents” has the same definition
under the Stored Communications Act as it does under the Wiretap Act; however, the statutes
have different timing components. The Wiretap Act only covers the acquisition of data at or
near the time the messages are transmitted. Stored emails or telephone records, which are not
intercepted while made but are retrieved later, are covered under the Stored Communications Act.
The SCA generally prohibits any entity that provides an electronic communication service, or ECS,
to the public from disclosing the contents of communications in storage to any entity, including
the government, unless certain conditions are satisfied.

CONTENT VS. METADATA

Cases addressing privacy issues arising from Fourth Amendment protections related to telephone
and email communications focus on whether there is a reasonable expectation of privacy.
An analysis of the Fourth Amendment privacy protections available to email and telephone
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communications requires consideration of the methods and information related to each of these
types of communications.

Email communications contain information about the email and Internet protocol addresses
of the sender and recipient, in addition to the subject and content of the message. Telephone
communications (both landline and cellular telephone communications) involve the actual
communication in addition to metadata or information about the telephone numbers of the
caller and the receiver as well as the date, time and length of the call. Cellular telephone
communications also include geolocation information.

Thereis a split among federal courts regarding whether there a reasonable expectation of privacy
in electronic communications.”

In considering the expectation of privacy in email and telephone communications, courts have
distinguished the “content” from the “metadata” associated with the communication:

*  Some courts have held that metadata associated with telephone calls, text messages and
email are not “contents” and thus would not trigger ECPA privacy protections.®

. At least one court has held that geolocation data stored on cellphones is not part of the
content of communication, but is simply an automatically generated set of data, much like
a telephone number.”

. Some courts regularly permit law enforcement agencies to obtain cellphone location data,
but others have adopted the “mosaic theory” to hold that there is a reasonable expectation
of privacy in cellphone geolocation information.?°

. Email subject lines have been considered to be the content of an email.”!

Metadata are information relating to electronic communications that are generated by electronic
communication devices and ECS providers. Metadata include information about the time and
duration of an electronic communication, the electronic device used in the communication,
the addresses or numbers contacted and geolocation information. There is a growing concern
that metadata may be more revealing than the content of electronic communications, because
metadata may be more easily analyzed electronically than the content of communications — the
analysis of which may require translation and some human analysis.

Generally, metadata that are automatically tracked or stored in making a phone call or in sending
an email will not be considered content. But any user-generated content related to the actual
message he or she intended to communicate (such as a subject line, the body of an email, a text
or spoken words on the phone) is typically protected from interception.®

BROAD ACCESS BY THE FEDERAL GOVERNMENT

Unlike private parties, whose rights to intercept and access email and telephone communications
are restricted, the Stored Communications Act allows the government to access email, voicemail
and related data under certain circumstances.

Three definitions are important to the application of the compelled-disclosure provisions of the
SCA: electronic storage, electronic communication service and remote computing service, or RCS.

Electronic storage is “any temporary, intermediate storage of a wire or electronic communication
... and any storage of such communication by an electronic communication service for purposes
of backup protection of such communication.” An ECS is intended for “data transmissions and
electronic mail,” and an RCS is intended for outsourced computer processing and data storage.
The law provides different privacy protections to each of these services, so it is important to
determine the applicable classification of service.”
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If @ computing service meets the definition of an ECS, then the government’s obligations
concerning compelled disclosure vary depending on how long the email has been in the
provider’s electronic storage. A search warrant is required if the contents of wire or electronic
communications have been in ECS storage for 180 days or less. Any court with jurisdiction over
the offense may issue such a warrant. For content of wire or electronic communications in ECS
storage for more than 180 days, the government can access the content of such communications
without prior notice to the customer if it obtains a warrant, uses an administrative subpoena or
obtains a court order under Section 2703(d) of the Stored Communications Act.

For contents of wire or electronic communications stored by an RCS, the government may require
the RCS provider to disclose such content pursuant to the same statutory means that apply to
ECS providers. The government, however, has a more expanded right to compel disclosure of
contents of wire and electronic communications in an RCS than those stored with an ECS. It
also has greater access to ECS and RCS records concerning the customer than the contents of
the wire and electronic communications. The government may access such communications
and customer records by simply asserting “reasonable grounds to believe” that the content and
records are “relevant and material to an ongoing criminal investigation.”

Privacy protections under an ECS and RCS afford limited protection to personal information about
the user, such as his or her name and physical email or IP addresses. An ECS or RCS provider
can disclose this information to both governmental and non-governmental entities upon receipt
of an administrative subpoena. Although this personal identifiable information may be revealed
in certain situations, courts have typically protected communications and data stored with ECS
and RCS providers from compelled disclosure to parties in a civil case. However, the Stored
Communications Act may not necessarily protect the contents of electronic communications
from direct requests to a party during civil litigation.?*

When it comes to requiring the government to show evidence before conducting a search, the
SCA applies a lower burden for the government to satisfy in obtaining court orders compelling ex
parte production of documents when the documents are electronic and stored on a third-party’s
server. Also, the definition of electronic storage for ECS providers is more limited than what
most people would expect, since it applies only to temporary storage incident to the transmittal
of the communication or for backup purposes. This means that there may be limited privacy
protections afforded to email under the SCA.

Under the Patriot Act, the U.S. government monitors email and telephone communications and
uses “data mining” techniques that involve collecting personal information from a variety of
databases to analyze large amounts of telephone and email metadata to find links and patterns
in behavior.?> The purpose of this data mining is not necessarily limited to identifying potential
acts of terrorism; some data mining involves fraud detection and immigration analysis.®®
There has been continued debate as to whether the aggregation and mining of such data are
appropriate. Intelligence agencies are authorized under the FISA and the Patriot Act to obtain
broad electronic surveillance orders from the Foreign Intelligence Surveillance Court.

CONCLUSION

Laws that protect email and telephone content may not apply to the metadata associated with the
communication. Furthermore, in the name of national security, it appears that the government
may access, retain, process, analyze and disseminate intelligence from the both the content and
metadata of communications it acquires, although the legal rationale for these activities remains
unsettled. Because of the deep insights that can be gained by the government’s ability to access
email and telephone communications, further debate and clarifying legislation on the scope of
Fourth Amendment and statutory protections for these communications are important.
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