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*3 I. INTRODUCTION

In today's economy, the reliance on data has increased astronomically. From e-commerce to cryptocurrency, the use of data is
becoming a key part of our businesses and our culture. This is the case in Michigan, where the state is seeing an increase in
jobs from technology companies. 1  Despite the growth of data in our economy, there is currently no federal comprehensive data
protection law. In 2016, the European Union (EU) Parliament passed the General Data Protection Regulation (GDPR), 2  which
provides increased privacy protections for individuals and new regulations for businesses, public entities or persons that process
personal data. Since the passage of the GDPR, states across the U.S. have passed comprehensive data protection legislation,
as have other countries. 3

In the U.S., California was the first state to pass comprehensive data privacy legislation. 4  This legislation led to the passage of
additional statutes in Virginia 5  and Colorado. 6  This trend *4  continued as Utah 7  and Connecticut 8  passed laws mirroring
the statutes in Virginia and Colorado. In July 2021, the Uniform Law Commission (ULC) revealed the Uniform Personal Data
Protection Act (UPDPA), a uniform privacy statute geared towards eliminating the ever-growing patchwork of state privacy
laws in the U.S. 9  However, the ULC's proposed law has not been widely adopted and is still in the early stages. It also faces
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challenges where businesses and state legislatures are more familiar with other statutes such as the GDPR and California's
privacy bill.

As various states consider adopting their own legislation, there has been growing pressure on the U.S. Congress to create an
overarching federal data privacy standard. In the Summer of 2022, the American Data Privacy and Protection Act (ADPPA)
advanced out of the House Energy and Commerce Committee. 10  Members on both sides of the aisle supported the bill but it did
not become law during the 117 th  Congress. The proposed law reached an impasse due to a lack of support from key members
of Congress such as Senator Maria Cantwell and the California Congressional delegation. 11  A major stumbling block has been
the issue of *5  preemption, where there are conflicting opinions about whether national legislation should be considered a
ceiling or a floor. 12

This article will explain why Michigan should adopt a comprehensive data privacy statute as soon as possible. There is growing
momentum across the country as more states are drafting their own comprehensive data privacy laws. 13  Both chambers of
the Michigan legislature introduced their own data privacy bills. In April 2022, Michigan House Democrats introduced the
Michigan Consumer Privacy Act. 14  A few months later, Michigan Senate Democrats introduced the Michigan Personal Data
Privacy Act. 15  Neither bill made it out of their referred committees but they still have a chance to be reintroduced in the 2023
legislative session.

This note will begin by providing a brief overview of the provision that changed the trajectory of data privacy: GDPR. Then
the note will address the various options that Michigan could replicate. These options include various state statutes across the
country and the UPDPA. The note will also address the possibility of the passage of a federal comprehensive data privacy statute.
The note will then provide an analysis on each of these options, explaining the relevant considerations involved in both drafting
a statute or maintaining the status quo and waiting for the federal government to act. The note will conclude by providing the
best option for Michigan to take moving forward.

*6 II. BACKGROUND

A. The Paradigm: The General Data Protection Regulation

The EU has historically regulated the use of personal data by private companies. In 1995, the European Data Protection
Directive was passed to address privacy and human rights. 16  This directive went into effect on October 24, 1998, and was
the main law addressing the processing of personal data for over a decade. 17  On May 19, 2009, the European Commission
contemplated the possibility of creating a new privacy law addressing the ongoing challenges with data protection in an
increasingly globalized world. 18  Over the next six years, various stakeholders in the EU discussed and negotiated the creation
of a new provision managing the processing, sale, and use of personal data. 19  Through this process, the GDPR was formed,
receiving overwhelming support from members of the Permanent Representatives Committee. 20  In April 2016, after the EU
Parliament passed the GDPR, it was adopted by the EU and went into effect on May 25, 2018. 21

This statute was revolutionary because it was the first to address the use of data in a comprehensive way. The GDPR places
individuals in the driver's seat, empowering them to monitor the use of their data and putting the onus on data holders (called
“controllers”) to make sure that they have a legal basis to collect personal data, often through the individuals' consent. *7
Individual rights include but are not limited to the right to access data, the right to be forgotten (i.e., deletion), and the right for
consumers to ask that their data be corrected. 22  The GDPR primarily protects citizens of European Union member-states, but
businesses across the world are required to comply with this regulation as well. 23  Specifically, the GDPR applies to:

1) the processing of personal data in the context of an establishment of a controller or a processor in the Union,
regardless of whether the process takes place in the Union or not
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2) the processing of personal data of data subjects who are in the Union by a controller or processor not established
in the Union, where the processing activities are related to

a. the offering of goods or services, irrespective of whether a payment of the data subject is required to such data
subjects in the Union, or

b. the monitoring of their behavior as far as their behavior takes place within the Union

3) the processing of personal data by a controller not established in the Union, but in a place where Member State
law applies by virtue of public international law 24

This means that if a business provides services to a citizen of the EU, then they have to comply with the regulation.

The GDPR has since put pressure on businesses across the world, including in the United States. Many businesses have hired data
protection officers and firms that specialize in creating data breach response plans to ensure compliance with this regulation. 25

The GDPR also set the stage for new debates on consumer privacy in the U.S. After the GDPR passed, California created its
own comprehensive data privacy scheme.

*8 B. The California Model

The California Consumer Privacy Act (CCPA) went into effect on January 1, 2020. 26  This statute is the first of its kind in the
United States, and it originated as a ballot initiative. It requires companies to notify users regarding the monetization and use
of their data. 27  The CCPA principally applied to entities that conduct business in California and either processed the data of
at least 50,000 consumers or made annual gross revenues in excess of 25 million dollars in the proceeding calendar year. 28

Businesses are required to disclose the information they collect to consumers, what information they share with third parties, if
any, and the consumer's rights to delete their data, among other requirements. 29  In addition to these rights, California deviates
from other privacy legislation by granting consumers a private right of action. 30  This action is limited, however, to consumers
bringing a data breach claim against companies. 31

In November 2020, California voters approved the California Privacy Rights Act (CPRA), a second ballot initiative addressing
potential shortfalls of the CCPA. 32  The CPRA makes significant changes to the CCPA, impacting both businesses and
consumers. The changes in the CPRA include alterations to the threshold requirements for businesses subject to the statute (such
*9  as increasing the processing threshold for businesses to 100,000 consumers or more), expanding the definition of personal

information, and creating a new concept called “sharing” to close a perceived loophole where data was transferred to third parties
for consideration other than money. 33  Additionally, the CPRA requires relevant businesses to monitor the personal information
that is shared amongst third parties in the context of behavioral advertising. 34  The CPRA also creates the California Privacy
Protection Agency (CPPA), the first of its kind in the state dedicated to privacy enforcement. 35  The CPPA is governed by a
five-member board and will enforce the CPRA, assess administrative fines, and advise the California Legislature on privacy-
related legislation. 36  The CPRA is now in effect as of January 1, 2023, effectively replacing the CCPA. 37
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C. The Virginia/Colorado Model

Following the passage of the CCPA, the Virginia Consumer Data Protection Act (VCDPA) and the Colorado Privacy Act (CPA)
became law.

When Governor Ralph Northam signed the VCDPA into law on March 2, 2021, Virginia became the second state to enact
a comprehensive privacy statute. 38  This legislation applies to entities that conduct business in Virginia. 39  The legislation
also applies to entities that produce *10  products or services that target Virginia residents. 40  This legislation will provide
consumers the right to opt-out of having their personal data processed for targeted advertising, similar to the CCPA. 41  This
law also applies to businesses that control or process the data of at least 100,000 consumers annually, or collect more than 50
percent of gross revenue from the sale of personal data while processing the personal data of at least 25,000 consumers. 42  A
key distinction between the Virginia bill and the California bill is the lack of any private right of action. 43  Instead, the VCDPA
provides the state's Attorney General with exclusive enforcement authority. 44

On July 8, 2021, Governor Jared Polis signed the CPA into law, becoming the third U.S. state to enact comprehensive privacy
legislation. 45  This statute is similar to the CCPA and VCDPA in that the bill applies to entities that conduct business in the
state and/or provide products and services to the residents of Colorado. 46  However, the CPA differs from both the CCPA and
the VCDPA because it applies to both for-profit and not-for-profit organizations while the other bills do not. 47

*11  A key distinction between the CPA (and the VCDPA 48 ) from California's statute is that the CPA does not include any
revenue thresholds. 49  Another notable distinction is the lack of a private right of action for consumers (just like the VCDPA). 50

Instead, the Colorado Attorney General will handle all cases against businesses on behalf of consumers. 51  The CPA provides
five main rights to consumers: 1) right of access, 2) right to correction, 3) right to delete, 4) right to data portability, and 5) right
to opt-out. 52  The CPA will go into effect in July 2023 while the CPRA and the VCDPA are now in effect. 53

D. The Uniform Model

Since 2019, the ULC has been working on a draft uniform data privacy statute. This uniform statute became available to state
legislatures in early 2022, with some states introducing the bill in their respective legislative bodies. 54  Harvey Perlman, the
Chair of the UPDPA Committee, explained that the purpose of this uniform statute is to balance the interests of consumers and
businesses. 55  Mr. Perlman also recognized that we are currently *12  living in a data economy and that the purpose of this
bill is not to “disrupt the economy,” but to recognize the various benefits of business data practices. 56  Finally, Mr. Perlman
emphasized the importance of creating a statute that would not be impracticable for businesses to implement. He explained
that if the statute is not onerous on businesses, then it is likely that businesses would comply and that more consumers would
be protected. 57

The UPDPA uses different terms when addressing consumer privacy. For instance, the bill addresses two types of controllers:
collecting controllers and third-party controllers. 58  Collecting controllers are the entities that receive personal data directly
from data subjects. 59  Third-party controllers collect the data from the collecting controllers and then determine the purpose
and means of any additional processing of this data. 60

Moreover, the UPDPA provides rights to consumers similar to those of other statutes such as the right to access and correct
any data about them online. 61  The UPDPA also provides states with the latitude to decide whether consumers should have a
private right of action. 62  At the same time, the UPDPA operates under the assumption that the states' Attorneys General will
lead enforcement efforts and that any claim addressing data privacy will be brought under the states' consumer protection act. 63
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*13  However, the UPDPA has several distinctions from its data privacy counterparts. First, consumers do not have the right to
request that businesses delete their data. 64  Jane Bambauer, a Reporter for the UPDPA Committee, explained that the committee
made this decision because it was concerned about creating a broad deletion right. 65  She also expressed concern with a lack
of guidance from the U.S. Supreme Court on the applicability of statutes that provide these broader protections, such as the
CCPA. 66  Second, the UPDPA requires the creation of voluntary consent standards. 67  These standards are not equivalent
to industry standards. Instead, voluntary consent standards are procedures created and overseen by the various stakeholders
involved in data privacy. 68  This process is meant to mirror federal operations of data privacy statutes, such as the Children's
Online Privacy Protection Act. 69

Third, this proposed uniform law creates three categories of data practices that businesses need to be aware of: compatible,
incompatible, and prohibited. 70  This tripartite system is different from other state statutes because the drafters determined that
some data practices can be used without consumer consent (i.e., compatible), while other data practices should be barred, even
if there is consent (i.e., prohibited). 71  Incompatible data practices address a middle ground of novel data uses. 72  If a data
practice is considered incompatible, it may be *14  permitted if there is some sort of notice. 73  Finally, the UPDPA does not
allow consumers to opt-out of behaviorally targeted advertising (which is a major contrast from the other state privacy laws). 74

The Committee stressed the importance of not disrupting the economy and was not willing to ban a practice without knowing
how it could impact the status quo. 75

E. The Federal Model

A final option for Michigan to consider is doing nothing. Michigan could forego pursuing a state comprehensive bill in favor of
federal regulation. Since the passage of the GDPR and the CCPA, members of Congress have proposed several comprehensive
data privacy bills. Previous legislative proposals have been pushed on partisan lines, such as the Consumer Online Privacy
Rights Act (COPRA) 76  and the Setting an American Framework to Ensure Data, Access, Transparency, and Accountability
(SAFE Data) Act. 77

However, in June 2022, the House Energy and Commerce Committee introduced the ADPPA. 78  The ADPPA was believed
to be broader than the current state privacy bills, including the CPRA. 79  For instance, the most recent version of the statute
covers data (i.e., information), that “is linked or reasonably linkable, alone or in combination with other *15  information,” to
a particular person or entity. 80  Additionally, the ADPPA would apply to any entity, company, and/or nonprofit organization
that is subject to the Federal Trade Commission (FTC) Act. 81  The inclusion of nonprofit organizations is an important change
since nonprofits are typically not subject to the FTC Act. 82

Moreover, the ADPPA classifies some entities as either large data holders or third-party collecting entities. 83  Large data holders
are covered entities or service providers that recently had annual gross revenue of $250 million or more and either collected,
processed, or transferred the covered data of more than 5 million individuals or devices along with the sensitive covered data
of more than 200,000 individuals. 84  Third-party collecting entities are entities whose main source of revenue comes from
“processing or transferring the covered data that the covered entity did not collect directly” from the individuals associated
with the data. 85  Additionally, small businesses may qualify as covered entities under the ADPPA, contrary to current state
privacy laws. 86

Members of the House Energy and Commerce Committee voted 53-2 in favor of the ADPPA. 87  In the bill's most recent form,
most state privacy laws (with the exception of *16  Illinois' Biometric Privacy Act (BIPA) and the private right of action
provided by the CCPA for certain types of data breaches, among other laws governing nuanced data issues) would be expressly
preempted. 88  This means that if the ADPPA becomes law, virtually all state data privacy laws would become moot. Finally, if
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the ADPPA is passed, the regulations will largely be enforced by the FTC and State Attorneys General. 89  However, pending
passage, the ADPPA would allow individuals to bring a private right of action two years after the law is in effect. 90

III. ANALYSIS

A. The Federal Model

Many data privacy practitioners believe that the best way to resolve our current data privacy conundrum is for Congress to
create a federal standard. Advocates of a federal standard have explained that a federal statute would do two things: 1) provide
consumers with more control over their personal data and 2) be able to comply with the requirements of international data
privacy regulations such as the GDPR. 91  Additionally, proponents of a federal standard believe it will simplify compliance for
businesses by getting rid of the hodgepodge of state statutes. 92

However, these proponents are not acknowledging that there is precedence for states to create laws addressing data where no
comparable federal law exists. In the early 2000s, California *17  became the first state to adopt a data breach notification
statute. 93  As of 2022, all 50 states, the District of Columbia, Guam, Puerto Rico, and the Virgin Islands have data breach
notification laws. 94  These laws have similar provisions such as who must comply with the law, the method of notice, and
what constitutes a breach. 95  Yet some states have distinct provisions such as requiring notification of breaches involving non-
encrypted information (e.g., New York) or requiring companies to notify affected individuals within a particular timeframe,
such as 30 days (e.g., Florida) or 60 days (e.g., Delaware). 96  Even though there are some differences in how the states enforce
these laws, the main purpose is the same: to require companies to notify affected individuals of data breaches. The data breach
notification laws created a precedent for a 50-state model outside of the federal government. This shows that laws involving
data can operate without the need for a federal statute. States can create laws to protect their own citizens without waiting for
the federal government to intervene. This is often necessary because the increasing gridlock in Congress prevents well-meaning
bipartisan laws from moving forward.

Even though the House Energy and Commerce Committee voted in favor of the ADPPA, the bill was stalled due to a lack of
support from Senator Maria Cantwell, Chair of the Committee on Commerce, Science, and Transportation. 97  Senator Cantwell
would only support the ADPPA if *18  there were tougher enforcement actions included such as limits on forced arbitration and
a private right of action equivalent to California's law. 98  Additionally, the California delegation opposed the ADPPA because
if passed, it would preempt California's data privacy laws, which the California delegation claimed were more stringent than
ADPPA. 99  There have been no hearings or bill markups in the Senate since the ADPPA committee vote in the House. 100

As Congress convenes for a new legislative session in 2023, it seems unlikely that the ADPPA will pass in its most recent
form. 101  The remainder of the 117 th  Congress has focused on funding the government, codifying the rights to same-sex and
interracial marriage, and passing the National Defense Authorization Act (NDAA). 102  The top legislative priorities for 2023
include resolving the impending debt ceiling to prevent the U.S. from going into default and passing the Farm Bill before it
expires at the end of the year. 103  Technology advocates have low expectations for substantive congressional action on data
privacy laws in 2023. 104  In fact, many believe that a comprehensive federal privacy statute such as the ADPPA is unlikely
to move forward due to the key differences between Democrats and Republicans and the inability of both parties to come to
a compromise. 105

*19  Even as Congress was drafting and debating the ADPPA, other states passed their own comprehensive data privacy laws.
In March and May of 2022, Utah 106  and Connecticut 107  became the fourth and fifth states to enact their own respective
consumer data privacy laws. New Jersey, Ohio, and Pennsylvania are among other states that have proposed their own data
privacy statutes and referred them to the appropriate committees. 108  Therefore, Michigan should not be deterred by the prospect
of a federal data privacy standard and should pass their own law instead.
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B. The Ideal Michigan Statute

Creating a comprehensive data privacy statute is important for Michigan since our economy is transitioning to a data-based
one that relies on the use, collection, and sharing of data. Michigan is slowly transitioning toward becoming a new technology
hub, attracting both established firms such as Microsoft, Amazon, and Google and unique companies such as Duo Security,
Rivian, and StockX. 109

The ideal Michigan statute would balance the needs and interests of both businesses and consumers. It would provide baseline
rights for consumers while providing clear guidance to businesses on what they can and cannot do with consumers' data.

*20 1. Private Right of Action

Giving consumers a private right of action in a comprehensive privacy statute is one of the biggest--if not the biggest--areas of
disagreement in this field. A private right of action is when private individuals, as opposed to the state Attorney General, are
allowed to sue other private parties for violating statutory provisions. In this case, if an individual is allowed a private right of
action, then the individual may be able to sue a company for violating one or more provisions of a data privacy statute. This
is generally perceived to be unfriendly to business.

The proposed laws drafted by the Michigan House and Michigan Senate differ on the issue of private right of action. The
Michigan Consumer Privacy Act provides exclusive enforcement authority to the Attorney General. 110  However, the Michigan
Personal Data Privacy Act assigns enforcement provisions to the Attorney General and provides consumers with a private right
of action. 111  Michigan's statute should not provide consumers with a private right of action. Instead, it should provide the state
Attorney General with the power to enforce the statute, sue on behalf of residents and enforce penalties against companies that
are not in compliance.

Providing individuals with a private right of action could lead to increased court costs for businesses and negatively impact
state courts. If an individual brings a case (or a class action), businesses could be subject to unmeritorious claims and face
high discovery *21  costs. 112  Additionally, state courts--courts of general jurisdiction--could be overwhelmed by privacy
litigation. 113

The impact of costly litigation has been demonstrated with Illinois' Biometric Information Privacy Act (BIPA). 114  BIPA
provides a private right of action and in 2019, the Illinois Supreme Court held that individuals can show a technical violation
of the statute instead of proving harm. 115  As a result, many of the lawsuits brought under BIPA have been settled out of court.
Companies deciding to settle include Google 116  and Facebook. 117  Software facial recognition company Clearview AI also
settled its own BIPA case, 118  but not before the company left the state of Illinois. 119

The current litigation woes of businesses in Illinois show the downside of providing consumers with a private right of action.
Even though the companies listed above are large, the settlement numbers suggest the increasing threshold involved in settling
cases *22  where a private right of action is permitted. Instead, Michigan should place all enforcement power within the state
Attorney General. The state Attorney General is best suited to oversee any litigation surrounding this growing area. Providing
the Attorney General sole enforcement authority will consolidate institutional knowledge and mitigate costs against businesses--
while providing consumers with the necessary legal protections regarding their data. It will also allow for filtering out of some
unmeritorious actions before they reach courtrooms. State Attorneys General are already empowered to sue companies on behalf
of residents regarding related consumer protection violations and have done so in the past. 120 121  Plus, the state Attorney
General can assess damages on behalf of residents, place injunctions on adverse conduct and oversee the regulations addressing
data privacy protections. As such, disallowing a private right of action while placing all direct authority within the state Attorney
General will best advance the rights of consumers.
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*23 2. Compliance

Another key issue the ideal Michigan statute should address is the issue of compliance. This is an important issue for businesses
because these new requirements are costly and often require businesses to contract with other parties. Some key compliance
costs include developing information governance programs, drafting privacy policies, and hiring or consulting chief privacy
officers. 122

A Michigan statute should focus on lessening the cost of regulatory compliance for businesses. This is especially important
because a large part of Michigan's economy is fueled by small businesses, 123  which are highly susceptible to large compliance
costs. Unlike larger companies, smaller businesses may not have the capital to hire data protection officers or the infrastructure
to easily adhere to these regulatory requirements. They may also handle significantly less personal data. Larger companies
that do business overseas and/or in more active markets such as California are likely to have the means and framework to
address compliance. However, smaller companies are more likely to be less equipped to handle “complex regulatory compliance
mandates.” 124

The California Model is illustrative of how expensive privacy legislation can be. In 2019, the Attorney General issued an
economic impact assessment of the CCPA, which *24  found that companies were estimated to pay $55 billion in initial
compliance costs. 125  This assessment was issued before the bill became law and provided a range of potential costs companies
could face to both obtain and maintain compliance. 126  The researchers who conducted this impact assessment estimated that
firms with fewer than 20 employees could expect to pay $50,000 at the outset to become compliant while firms with more than
200 employees could expect to pay $2 million in initial costs. 127  Additionally, they estimated that 75% of California businesses
earning less than $25 million in revenue would be impacted by this legislation. 128  This impact assessment is an important
consideration for Michigan to look into; however, it is important to note that California has more residents and a larger economy
than the state of Michigan. So even though these numbers are helpful to see how costly a comprehensive data statute could be,
they may not necessarily correlate to the creation of this type of statute in Michigan.

Compliance costs are not avoidable; however, the key is to create a statute that focuses on limiting the impact on businesses,
especially those with limited resources. Accordingly, Michigan needs to keep this in mind when choosing a model to replicate
for its own comprehensive data privacy statute. The following discussion will explain which model is the best for Michigan
to adopt.

*25 C. The California Model

California has the longest running data privacy statute in the U.S., making it an important model to consider. Many of the
provisions mirror those created by the GDPR. 129  Additionally, many of the largest tech giants are present in the state, meaning
that these companies--specifically their legal departments--have familiarity with the state's privacy statutes.

Less than a year after the CCPA went into effect, California residents voted in favor of the CPRA. 130  California voters chose to
adopt a bill that reconstructs the CCPA. 131  This means that companies had to make sure that they understood the CPRA changes
while maintaining compliance with the CCPA during the transition period. The constant changes and complexity associated
with the California Model is a warning sign to Michigan. The increased probability of regulatory change only adds uncertainty
for businesses and consumers alike. Michigan should also recognize the financial implications of the California model, as
addressed above.

Additionally, the CPRA mandates that the CPPA will oversee all fines committed by companies. These regulatory and
enforcement changes could present excessive burdens on companies to remain compliant. These changes could also make it
harder to foster an environment that balances the needs of consumers while mitigating compliance costs.
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*26  In conclusion, Michigan should not adopt the California Model because it has generated prolonged uncertainty.
Furthermore, it does not make sense for Michigan to replicate a statute with high estimated regulatory costs.

D. The Uniform Model

The UPDPA is another model to address since the goal of the statute is to create a universal paradigm for data privacy protections.
This proposed statute is focused on limiting compliance costs, especially as more and more states focus on adopting their own
data privacy standards. The UPDPA has some benefits, such as strongly encouraging the respective state's Attorneys General to
enforce the statute and providing flexibility to determine violation costs. The UPDPA also applies to a wide array of businesses,
instead of adhering to thresholds traditionally required by other state statutes. But despite the proposal's best efforts, Michigan
should not adopt the UPDPA.

Unlike its predecessors, the UPDPA does not provide consumers with all of the fundamental privacy rights. Specifically, the
UPDPA omits the right to be forgotten. In the comments section on controller and processor responsibilities, the drafters
explain that allowing consumers to ask companies to delete their data would be difficult due to the way that data is stored and
processed. 132  The drafters go on to say that it would be difficult to ensure that any particular subject's data is deleted. However,
the drafters fail to recognize that these statutes create processes for individuals to petition companies to access, transfer, or
change their individual data. These requests can only occur if companies have access to the applicable individual data.

*27  To suggest that a company would be unable to properly delete an individual's data is irreconcilable with the fact that these
companies can access and alter the consumer's data in other ways. If the drafters intended to express that once something is posted
online it can never be truly deleted, that would make sense. But this is not what is stated in the comments. Regardless, it does not
make sense for a data privacy proposal to divert from the paradigm established by the GDPR. Denying individuals the right to be
forgotten would greatly limit privacy rights that have been established as the norm. 133  If Michigan adopted the Uniform Model,
then the state would curtail privacy protections for Michigan residents. It could also place an unnecessary burden on businesses
both inside and outside of Michigan, because the companies would have to create separate policies addressing different privacy
rights instead of policies that would address the same privacy rights.

Additionally, the UPDPA is not a statute Michigan should replicate due to its stance on targeted advertising. The UPDPA goes
against the status quo by allowing companies to conduct targeted advertising as a compatible data practice. 134  From the outset,
allowing this practice would be beneficial for businesses. However, there is a growing call to allow consumers to decide how
their data will be used (hence the creation of these broader statutes in the first place). Additionally, as a compatible data practice
under the UPDPA, a company would be able to engage in targeted advertising without an individual's consent.

The GDPR, the California Model and the Virginia/Colorado Model do not prevent companies from engaging in targeted
advertising; they simply state that consumers can optout *28  of targeted advertising practices. The Uniform Model drastically
differs from the current precedent by not allowing consumers the option to opt-out of targeted advertising. The Uniform Model's
position on this issue would be an outlier. Additionally, this would negatively impact businesses since consumers want more
control over the use of their data.

Finally, the UPDPA goes against its stated goal of eliminating fragmented state statutes by allowing for the creation of voluntary
consent standards. Voluntary consent standards allow stakeholders in different industries to create their own implementation
plans. 135  The drafters of the UPDPA believe that this process will allow businesses and other relevant stakeholders to come
together and address the key issues involved in carrying out a comprehensive bill, thereby mitigating compliance costs. The draft
legislation provides that any voluntary consent standards have to be approved by the state Attorney General. 136  The problem
with this approach is that it provides an opening for different industries to create their own standards for implementation. This
means that instead of having one bill addressing all companies, there is a strong probability that each industry could decide how
to implement the bill for their respective industries. The stakeholders creating these voluntary consent standards will likely be
those represented by trade associations or lobby groups.
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For smaller companies and for consumers, the creation of various voluntary consent standards could lead to confusion over
compliance along with a fragmented approach when applying the statute. What if companies are part of multiple industries? Can
a company pick and choose which voluntary consent standard applies to them? Also, would every voluntary consent standard
be easily accessible for consumers to find? Would the voluntary consent *29  standards be easy to understand and clearly
address both the obligations of the businesses along with the rights consumers have in addressing violations of the statute?
The voluntary consent standard would likely do more harm than good in this scenario. Instead of providing flexibility and
openness for businesses to comply, it would create a disorderly regulatory system where the privacy of data would depend on
each industry. Instead of applying the same rules to all companies, consumers and smaller businesses would struggle with the
complexity of the statute along with differing applications surrounding compliance.

In sum, Michigan should not replicate the UPDPA because the proposed law veers away from the paradigm set up by prior data
protection statutes. Additionally, the proposed bill seeks to limit the protections provided to consumers and institute voluntary
consent standards that will not only create more fragmented laws but also add additional compliance costs for businesses.

E. The Virginia/Colorado Model

The Virginia/Colorado model is the best option for Michigan to replicate because it provides consumers with the baseline
privacy protections established by the GDPR while mitigating potential compliance costs for businesses. Both statutes provide
consumers with fundamental privacy rights, such as the right to access data, the right to receive notice, and the right to correct
data.

Additionally, the Colorado statute is transparent and straightforward. The Colorado statute explains that the goal of the
legislation is “to build a world where technological innovation and privacy can coexist.” 137  The Colorado law also aims to
both provide transparency for consumers and strengthen compliance and accountability for businesses that *30  engage in the
collection and use of personal data. 138  The Virginia/Colorado Model is focused on balancing the privacy interests of consumers
while making sure that these interests are feasible for the businesses that have to provide consumers with information pursuant
to a request.

Both statutes also place exclusive enforcement authority in their respective state Attorney General to sue companies regarding
violations of their respective statutes. This maintains the current practice used by many states against companies for widespread
data breaches. This process is beneficial for small companies that do not have to worry about frivolous cases and the associated
burden of legal fees. Additionally, the Virginia/Colorado Model is beginning to build a bandwagon effect, with the recent
passage of privacy laws in Utah and Connecticut.

There are a few key differences between the bills that Michigan should consider when drafting its own statute. Michigan can
either expressly state what a business should pay if they violate the statute or can refer to the state's consumer protection act
when deciding how to remedy a violation. The VCDPA expressly provides that companies in violation of the statute have to pay
up to $7500 for each violation while the CPA states that a violation constitutes a deceptive trade practice under their respective
consumer protection statute. 139  The provision in the CPA is an acceptable practice; however, it may be easier for companies to
have the consequences specifically delineated in the statute. Therefore, Michigan should follow the Virginia statute so businesses
know what to expect if they are noncompliant.

*31  Another difference from Virginia is that the Colorado bill explicitly preempts local government laws and regulations. 140

This section is important for Michigan to adopt because it would clearly explain to both residents and businesses that the
comprehensive statute governs. It would also clarify any potential confusion surrounding related ordinances, statutes, or other
regulations regarding data privacy.

Two comprehensive data privacy bills were introduced in Michigan but neither made it out of committee before the end of
the legislative session. The Michigan Consumer Privacy Act mirrors the Virginia/Colorado model, especially in its decision
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to give exclusive enforcement authority to the Attorney General. 141  The Michigan Personal Data Privacy Act seems to adopt
provisions from a variety of state privacy laws, including providing a private right of action. 142  Whether Michigan reintroduces
either bill or drafts a new alternative, the comprehensive data law should provide exclusive authority in the Attorney General
and limit the cost of regulatory compliance.

Overall, the best option for Michigan is to adopt the Virginia/Colorado model. Both statutes are very similar, focusing on
providing consumers with commonly-accepted privacy rights while providing businesses with clear expectations regarding
regulations and compliance.

*32 IV. CONCLUSION

Michigan should adopt a comprehensive data privacy statute. Michigan can no longer sit on the sidelines as other states create
laws addressing emerging data privacy issues. Instead, Michigan legislators need to come together and pass legislation that will
both provide consumers with fundamental privacy rights as well as provide businesses with clear rules regarding regulatory
compliance. The best option moving forward is for Michigan to pass a comprehensive data privacy statute that adheres to the
Virginia/Colorado Model.
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